Authentication to Production PeopleSoft instances via CAS

e What is changing?

Authentication process for users who login directly into PeopleSoft Campus Solutions (CS) and/or
Human Resources (HR) instances.

® Why is this change necessary?

In an effort to improve campus Information Systems security and secure access to sensitive data
that we maintain in PeopleSoft, CAS authentication for our production and non-production Campus
and Human Resource PeopleSoft instances are necessary. With the changes in place, 2-Step
Verification will be part of the signon flow and provide an additional layer of security for those
enrolled. In phase-1 of our plan, we activated CAS authentication for all non-production PeopleSoft
instances on May 31, 2018. In phase-2, CAS authentication will be activated for all production
PeopleSoft instances on June 25, 2018. For more information on 2-Step Verification process, please
refer to the page at http://fresnostate.edu/technology/security/2step-verification.html.

e Who will see the change?

Users who login directly using the links on the “cms-index” page or bookmarked links will see this
change.

e What relevant items will NOT be impacted by the change?

This change will not impact those users who log into the My Fresno State Portal and then access
pages on PeopleSoft Campus Solutions (CS) and/or Human Resources (HR) instances via any links.
The 2-Step Verification user experience that applies to any users who are enrolled in 2-Step
Verification, will not change.

e Change Summary and required action

Current functionality
> Currently the users see links on the “cms-index” page for logging into PeopleSoft Campus
Solutions (CS) and/or Human Resources (HR) instances.

Campus Solutions

Release Instance
85513 CFERPRD (Production)

Human Resources

Release Instance
85513 HERPRD (Production)

> Currently the users see the “blue” PeopleSoft signon page while logging in to PeopleSoft
Campus Solutions (CS) and/or Human Resources (HR) instances:


http://fresnostate.edu/technology/security/2step-verification.html

Password

Select a Language

English

Post change functionality
> The users will see additional links on the “cms-index” page for logging into PeopleSoft

Campus Solutions (CS) and/or Human Resources (HR) instances without using CAS authentication.
Campus Solutions

Release Instance

856513 CFRPRD (Production) (nen-CAS Signin)

Human Resources
Release Instance

85513 HFERPRD (Production) nen-cas signin)

Action required by the users:

It is strongly encouraged that users use the first link(login with CAS authentication) for extra
security. However, an option is provided to cover certain scenarios where the users are unable to
use CAS authentication. The second link (labelled “Non-CAS signon”) will allow users to get to the
direct PeopleSoft sign-on page (without CAS authentication) where the users will be able to log in

using emplid and PeopleSoft password (note that PeopleSoft password and campus passwords are
maintained separately).

> For login with CAS authentication, the users will see the familiar campus login page, similar to
what is currently seen while logging into campus email and many other campus applications.

FRESNGSTATE Discovery. Diversity. Distinction. Q, QUICK LINKS

Campus Login Services

Username:

Password

Forgot password?

LOGIN



Action required by the users:
Users will still log in with individual campus username and password as before. If any user is

enrolled in 2-Step Verification, you may be prompted for additional verification. However, note
that the user experience for 2-Step verification will be the same as current.

> For login without CAS authentication, the users will see the the “blue” PeopleSoft signon page.

ORACLE
PEOPLESOFT

Password

Select a Language

English

Action required by the users:

Users will log in using emplid and PeopleSoft password. Note that PeopleSoft password is likely to
be different from campus password.

> While logging out, the users will see the following page instead of being transferred to the
signon page.

ORACLE
PEOPLESOFT

Your People Soft Connection has ended.

For increased security on this site, we recommend closing all browser windows.

Sign in to PeopleSoft

Action required by the users

It is strongly encouraged that you close all browser windows when you are done with your
PeopleSoft session.



